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Constrained Voucher

BRSKI uses EST, HTTP and TLS

This draft proposes
e constrained voucher additions to voucher and use of SIDs

* Extends coap-est draft with BRSKI extensions to EST

* CoAP, CBOR, CMS, and COSE
to support voucher transport for constrained devices

EST: Enroliment over Secure Transport COSE: CBOR Signing and Encryption (RFC 8152)
BRSKI: Bootstrapping of Remote Secure Key Infrastructures CMS: Cryptographic message Syntax (RFC 5652)
SID: YANG Schema ltem iDentifier CBOR: Concise Binary Object Representation (RFC 7049)



Updates in -10

* excised remaining “CMS” bits, returned content-type OID

* requestauditlog removed, not part of BRSKI-EST

* rewrote almost every page

* made discovery optional for pledge, required for Registrar

* allow pledge to avoid trust anchor retrieval, if pinned key Is CA key
* extensive clarification around which certificate is pinned

* clarified how Raw Public Key would work

* clarify that BRSKI-MASA protocol does not change



Issues for -11

* “proximity-registrar-subject-public-key-info” is awkwardly
long. (But never sent over the wire)

* “proximity-registrar-sha256-of-subject-public-key-info” Is

annoying and does not fit into table.

* please bikeshed better name!

* still have some IANA considerations to fix after est - brski
change.

Thanks to weekly discussions in BRSKI design team on Thursday
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ISsues

] Author - Label = Projects ~ Milestones - Assignee ~ Sort -

U @ Update all enrollivoucher status examples to use 'brski' paths and use
correct payload format
#97 opened 3 days ago by EskoDijk

U @ are proximity-registrar-xxx names too long 11

#95 opened 7 days ago by mer & anima-wg / constrained-voucher ©Unwatch ~ 9 | Yy Sar 2 %YFok 1
O @ resolve duplicated descriptions in section Pinning of Raw Public Keys f11

#92 opened 20 days ago by mer <> Code (O Issues 18 1% Pull requests 3 ® Actions [ Projects [0 wiki () Security
O @ explain PKIX-minimal behaviours of pledge A3

#91 opened 20 days ago by mcr Filters ~  Q is:pris:open © Labels 12 > Milestones 0 New pull request

O O in certificate diagram, explain arrow
#90 opened 20 days ago by mcr

{1 30pen + 40 Closed

J © can the RA certificate also be the self-signed CA? Qs
#89 opened 20 days ago by mcr

Author - Label ~ Projects - Milestones - Reviews « Assignee ~ Sort =

J 1% Rpk considerations x ®1 s

O @ verify ability to validate certificate chains, and document in an P a7 sy i e
# er 7 days

appendix/example
88 opened 27 days ago by mr O 1% Resolve duplicated text

. . . #94 opened 7 days ago by mcr
O @ highest-level nonceless pin example

#87 opened 27 days ago by mcr

i1 changes to voucher-types survey

#93 opened 7 days ago by mcr

U (@ section 5 (Discovery and URI) and 6 (BRSKI-EST protocol) fully overlap in D1

scope and content ( enhancement

#79 opened 28 days ago by EskoDijk Q ProTip! Click a checkbox on the left to edit multiple issues at once.
O @ in the pinned-raw-public-key scenario, how does certificates and renew =) s

work? (ESIEEEED

#77 opened on 28 Jan by mcr

J @ should Registrar be explicit about what it wants pinned? s

#73 opened on 21 Jan by mcr

U @ have lcris return trusted anchor certificates one at a time (needs-text (]
#72 opened on 20 Jan by EskoDijk

March 2021 ANIMA, IETF110, virtual



Conclusion

1) depends upon draft-ietf-core-sid-15 and draft-ietf-core-yang-cbor-
15, which are now in WGLC.
2) Currently 3 pull requests, 18 issues.
3) Expect to have DESIGN team meetings March 18, 25, April
1,8,15,22. That’s six meetings, expect to close all issues.
1) now Is time for cross-area review of documents.
2) hoping to get same reviewers as for BRSKI



Draft relations

BRSKI ANIMA HTTP/TLS EST with Voucher requests
EST MASA
CMS Circuit proxy
EST-coaps ACE CoAP/DTLS EST with CoAP/DTLS
EST
multipart-ct draft
Voucher ANIMA  YANG/JSON BRSKI with voucher spec
CMS
Constrained ANIMA  YANG/CBOR Voucher with 2 fields
voucher Voucher BRSKI with COSE/CBOR and SID
COSE/CMS/CBOR BRSKI with CMS/CBOR and SID
Constrained ANIMA  CBOR BRSKI with constrained join proxy
Join-proxy multipart-ct draft and EST-coaps
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Challenges with Asynchronous Registrar
and pinning of public key

* In Asychronous Registrar situation, the Southbound Pledge it .

Interface has possibly many instances, each with it's own | “{"_\SA . |
certificate/public key. } BREK}?IUIASA I
* The pledge will pin the public key that it sees as the pinned- 2
domain-subject-public-key-info. This is just the |
public key, and contains no certificate chain information. i';\;;;é;&;;;'i -_____l_____ I_;;;EH;;H;;_I
) ) . | interface |<---| database |----- >| authority |
* In simple/synchronous Registrar, the parboiled voucher- R - b ! - -
request would get signed by the same key pair as is pinned by |
the pledge. The MASA would therefore be able to see an |
entire certificate chain (from the x5u COSE pair, see oo
draft-ietf-cose-x509-06 section 2), and would know who the | Join Proxy | | Pledge i—-. | EST/BRSKI |
registrar is. | -=--——m - | | Interface | | I |
| GRASP | | BRSKI-EST |e | | GRASP |
- (it would still put the required public key into the voucher) | (DULL) | femmmmmem - T | P '

* In the asynchronous registrar situation, then the relationship is
not obvious, so the Registrar MUST include additional Figure 1: Reference Internal Architecture for Registrar
certificates leading to a common Root Certificate.
from
draft-richardson-anima-registrar-considerations
section 1.3
and section 4.3 Asynchronous Registrar
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