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Who am I?
Internet technologist, doing IP since 

1988.  “Garage Entrepreneur”

#4 at Milkyway Networks (1994)

IETF standard security:IPsec/VPN

(1998-2001)
FreeS/WAN (2001-2004)

RFC4322
RFC4025

Xelerance Corp 2003-2007,2014-

ROLL – RFC6550
2012-

1996-
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Recently...
6TISCH
(Industry 4.0,
Thread)

ANIMA

RFC8366
Format 

vouchers



      

Who Are You?

● Write code? ● Write specifications, 
but not code?

● Middle and Senior 
management?

● Product managers?



      

Impossible things?



      

Possible things!



      

Transform you from



      

to a slightly different view



      

Outline of talk:

● What exactly is IoT?
● IoT and the “Cloud”: verticals and variety
● Why is IoT security different than desktop/phone 

security?
● What makes security hard in IoT?
● Enrollment Security unlocks opportunities
● Opportunities created by security-first approach
● Questions and Conclusions



      

My goal!

Convince you:

Building it default secure

Results in news opportunities and reduces 
costs

Lucy
Brought
The wrong kind
of skates!

Not very secure



      

What is IoT?

● Internet
● Of 
● Things

● Which things?

Coke Machines?
– https://www.cs.cmu.edu/~coke/

“The way that machines communicate with each other in order to improve 
automation and efficiency in daily tasks” (Kevin Aston 1999)

https://www.cs.cmu.edu/~coke/


      

Connected Things



      

Web Connected Things

a



      

Internet of Things



      

Industry 4.0, or IIoT



      

Verticals
Manufactures become services

Add sensors
● Collect data
● Send to cloud
● Big data based 

optimization.
● ROI in maintenance and 

performance boosts.

--> power as a service.

Do IIoT!!

https://en.wikipedia.org/wiki/Gnomes_(South_Park)

https://en.wikipedia.org/wiki/Gnomes_(South_Park)


      

Pollution in Belgrade

EkoBus sensors mounted on buses.
Buses travel around town, collect info.
GPRS and GPS report information to
Database, and you get a nice result!

http://www.libelium.com/smart_city_environmental_parameters_public_transportation_waspmote/

Web Connected
Things

http://www.libelium.com/smart_city_environmental_parameters_public_transportation_waspmote/


      

The story so far

1) Many categories of 
connected things

2) Vertical integration  
seems common.

3) Coke machines can 
dance with small 
children.

Is this somehow about 
security?

Hint: verticals have no customers



      

What is IoT?

“The way that machines communicate with each 
other in order to improve automation and 
efficiency in daily tasks” (Kevin Aston 1999)

How to arrange for the Heart-Monitor App to talk 
to the Air-Monitoring system? 

https://www.drewpritchard.co.uk/
 products/indian-marriage-elepha
nt

https://www.drewpritchard.co.uk/products/indian-marriage-elephant
https://www.drewpritchard.co.uk/products/indian-marriage-elephant
https://www.drewpritchard.co.uk/products/indian-marriage-elephant


      

Connecting Things

Simple Connected
Thing

1)Given a pollution monitor on a bus:
2)And a heart monitor/pace maker:
3)Connect them so that the app knows 

air quality the patient is breathing.
4)Do this all over the world, without a 

data connection!!!

Why is this hard?



      

Thing Connected Things!



      

Why is IoT security hard?

1) It’s not just about WiFi security.
● Yet, just configuring a WPA/WEP or 802.15.4 key is actually pretty hard!

2) It’s also about authorization.  Who can do 
what?  

● In the EkoBus situation above, clearly the passenger can only read the 
pollution count, and the location.  And not too often! And only from the 
network on the bus.

3) It’s also about getting updates to firmware, and 
determining whether or not they are trustworthy!



      

Why is IoT security harder than
Desktop security?

●  It’s not just about WiFi security.
– Who configures the WiFi key on your laptop at this conference?

●  It’s also about authorization.  Who can do 
what?  

– Who determines who can type on the keyboard of your laptop?

●  It’s also about getting updates to firmware, and 
determining whether or not they are 
trustworthy!

– Who clicks on the update queries?

ANSWER: YOU



      

IoT authorization and ownership
Who is the owner?  
Do they control it?

“Many are tied to door switches, shutting off when 
people leave the room or even open a window or 
balcony door.”

Owner of Home Thermostat could be:
● Maker of thermostat
● Maker of bootloader  thermostat
● Furnace/AC installation company
● Furnace/AC maintenance company
● Gas and/or Electricity utility

– (what if they both think they control it? 
Will they fight?)

● NEST/Google/Apple/Microsoft
– HomeDepo where you bought the unit

● Home Owner (prove it!)
This guy (The Cat in the Hat)

Is the ultimate White/Red Hat Hacker
p0wns your thermostat.



      

Identities are great, but is it difficult?

● It can be automated.
● Is first step in 

autonomous 
networking.

● https://tools.ietf.org/html/rfc2693 
● Worth reading for terminology. 

Never got much traction, but 
SAML and Keynote descend 
from it.

● ANIMA: (Autonomic Networking Integrated Model and 

Approach) 
– Bootstrapping Remote Secure Key Infrastructure

● draft-ietf-anima-bootstrapping-keyinfra/

– Or: “BRSKI”

– Pronounced, “BREW-SKI”, a Canadian/mid-
western term for a beer.

● https://www.urbandictionary.com/define.php?
term=brewski

https://www.youtube.com/watch?v=NbwCbrSkyyw

https://tools.ietf.org/html/rfc2693
https://datatracker.ietf.org/doc/draft-ietf-anima-bootstrapping-keyinfra/
https://www.youtube.com/watch?v=NbwCbrSkyyw


      

Brief overview of BRSKI

● Who are the actors?



      

Some BRSKI terminology

● Pledge ● Join 
Registrar/Coordinator
– JRC

– Registrar

● VOUCHER
– RFC8366

● Manufacturer

Authorized

Signing

Authority

-> MASA.

Stajano, F. and Ross Anderson, 
"The resurrecting duckling: security issues for ad-hoc wireless networks", 1999,
https://www.cl.cam.ac.uk/~fms27/papers/1999-StajanoAnd-duckling.pdf
Wikipedia, "Wikipedia article: Imprinting", July 2015,
             https://en.wikipedia.org/wiki/Imprinting_(psychology)
https://en.wikipedia.org/wiki/Animal_House

https://www.cl.cam.ac.uk/~fms27/papers/1999-StajanoAnd-duckling.pdf


      

A Day in The Life of the Pledge

● Device is provisioned 
with 802.1AR IDevID
– Private key unique!

● MASA anchor installed

● When deployed, Pledge 
authenticates with IDevID

● Network authenticated itself 
with Voucher

● Pledge receives Domain-
Specific LDevID via 
Enrollment over Secure 
Transport



      

Network Flow



      

Network Flow Two

MASA

PLEDGE

New 
Domain 
Owner

Q: 
Is this 
my new 
mommy?

A: this 
is your 
parent!

RFC8366

Registrar



      

A live voucher

{"ietf-voucher:voucher":

    {

      "assertion":"logged",

      "created-on":"2017-10-12T13:54:31.439-
04:00",

      "serial-number":"00-D0-E5-F2-00-02",

      "nonce":"Dss99sBr3pNMOACe-LYY7w",

      "pinned-domain-cert":"MIIBr...Yrc3o="

    }

}

With CMS signature (signed by MASA) 
around it!

JSON
Format

Of YANG
Defined
voucher



      

Costs of security

● Must individualize 
devices with IDevID.
– (part of JTAG testing)

– (outsource to TPM)

● Must operate MASA
– Specifically designed 

to be outsourced.

● Owner must operate Registar!
– Core part of ANIMA NOC.

– New issue for Home Owner. 
Plenty of home automation 
systems could take it up

● Crypto operations in device
– Moderate, need privacy in 

device anyway.

– Secure Update for IoT (SUIT) 
needs it too!

SecureHome
Gateway.ca

Project!

Some new 
Complexity
In devices

Essentially
A part of
Sales 

Channel
(licensing!)



      

Benefits of secure identity
... what it’s good for?

● In ANIMA, we use the identity to build an overlay network for out-
of-band operation.
– Network configuration can be pushed to the device, or the device can 

pull configuration from the network.  (Also see NETCONF!)

● In 6tisch, we use the identity to setup the network (802.15.4) 
encryptions keys.

● Environments that use ACE (i.e constrained version of OAUTH), 
use the identity to create a relationship to the Resource Server(s).

● The IDevID can contain a pointer to the MUD file, which can 
configure the firewall for the device.

● ... but there are more things.



      

A developer’s headache
Huzzah, I 

Found the bug,
Just gonna

Compile a fix!

JTAG
To load new
code

Boot new
Image,

Watch lights
blink

Remember
That system 

Is reset to
Factory!!

Login with
back door
To config
system

Remember
That back

Door is
Gone

From production



      

With bootstrap security

Huzzah, I 
Found the bug,

Just gonna
Compile a fix!

JTAG
To load new
code

Device notices
New image,

Flashes
itselfFactory

Resetted
System

Looks for
bootstrap

Additional
Config 
loaded

Generate 
New signed
Image, push

reset

New config has
Access for ssh

(key-based)
login

Bug fixed,
Ticket closed,

On to next



      

Opportunities arising by being secure

● Device has identity, 
no more confusion 
if there are faults.

● Device can sign 
outgoing data, 
eliminating 
handshakes.

● Devices can not be 
cloned, 
counterfeited.

– Resell is 
controlled!

● Devices do not need 
buyer-specified 
SKUs.

● Device can 
participate into 
multiple 
ecosystems.

This is not
really

A positive.



      

Summary and Questions

1) Bootstrap keying (BRSKI) introduces 
devices (pledges) to their owners in a 
secure way.

2) Interaction is at setup time only, 
manufacturer (MASA)  is not involved 
on an ongoing way.

3) Relationship between new device, and 
owner can be leveraged in new and 
creative ways.
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Abstract:

Building secure systems is difficult.  Additional restrictions of 
battery power, slow networks and very short time-to-market 
make it even more difficult.  A decade after the “IoT” revolution 
has started there are very few real IoT deployments, and the 
Things that out there have a deserved reputation as being 
poorly secured and potentially a scourge to society.  This talk is 
a technical talk about the state of “IoT” today, and how that is 
going to change when the Internet part of the IoT revolution 
comes to bear.  This talk is about how to code to today’s 
demands while preparing your products and systems for 
tomorrow’s revolution.  The talk is about turning security issues 
from a burden to an opportunity.
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